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Why React?
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React Server Side 2013-Present
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Isomorphic React
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Evolving Threat Model
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Attack Surface and 
Vulnerabilities



DOM Based Cross Site Scripting
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Builtin XSS Defense

1 import React from "react"; 
2  
3 function App() { 
4   return <div className=“App"> 
             {"<img src=x onerror=alert(1) />”} 
           </div>; 
5 } 
6  
7 export default App; 

 “&lt;img src=x onerror=alert(1) /&gt;" 



Bypassing XSS Protections

1 import React from "react"; 
2  
3 function App() { 
4   return ( 
5     <div className="App"> 
6       <a href={"javascript:alert(1)"}>Run a script.</a> 
7     </div> 
8   ); 
9 } 
10  
11 export default App; 



Script injection via JSON State
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Script injection via JSON State
1 function renderFullPage(html, preloadedState) { 
2   return ` 
3       <!doctype html> 
4       <html> 
5         <head> 
6           <title>Redux Universal Example</title> 
7         </head> 
8         <body> 
9           <div id="root">${html}</div> 
10           <script> 
11             window.__PRELOADED__ = JSON.stringify(preloadedState) 
12           </script> 
13           <script src="/static/bundle.js"></script> 
14         </body> 
15       </html> 
16       `; 
17 } 

Source: Emelia Smith



JSON Injection Mitigation

1 const serialize = require("serialize-javascript"); 
2  
… 
11           <div id="root">${html}</div> 
12           <script> 
13             const state = serialize(preloadedState) 
14             window.__PRELOADED_STATE__ = state 
15           </script> 
16           <script src="/static/bundle.js"></script> 
17         </body> 
18       </html> 
19       `; 
20 } 

 

https://medium.com/@thisismissem?source=post_page-----2bdffbcc1fa0----------------------


Server-side Injection Attack
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Server Side Vulnerabilities?



1 class Page extends React.Component { 
2   static async getInitialProps({ store, isServer, query }) { 
3     store.dispatch(Sql.favorite(query.type, "id", query.id)); 
4     store.dispatch(Api.details(query.type, query.id)); 
5     return { 
6       type: query.type, 
7       id: query.id, 
8       display: query.display 
9     }; 
10   } 

Searching Github for getInitialProps and SQL returns 5,054 results.  



Escape Hatches



dangerouslySetInnerHTML

1 function createMarkup() { 
2   return { __html: "<h1>Hello World!</h1>" }; 
3 } 
4  
5 function MyComponent() { 
6   return <div dangerouslySetInnerHTML={createMarkup()} />; 
7 } 



Signal App

1 public renderText() { 
2     const { i18n, text, attachments } = this.props; 
3  
4     if (text) { 
5       return ( 
6         <div dangerouslySetInnerHTML={{ __html: text }} /> 
7       ); 
8     } 



Refs Give Direct DOM Access
1 class AutoFocusTextInput extends React.Component { 
2   constructor(props) { 
3     super(props); 
4     this.textInput = React.createRef(); 
5   } 
6  
7   componentDidMount() { 
8     this.textInput.current.focusTextInput(); 
9   } 
10  
11   render() { 
12     return ( 
13       <CustomTextInput ref={this.textInput} /> 
14     ); 
15   } 
16 } 



1   injectLinks = () => { 
2     this.element.innerHTML = Parse.link(this.props.text) 
3   } 
4  
5   saveRef = (element) => { 
6     this.element = element 
7   } 
8  
9   render() { 
10  
11     const { options, tagName, text, ...rest } = this.props 
12  
13     return <div ref={this.saveRef}>{this.props.text}</div> 
14  } 

Refs Give Direct DOM Access



findDOMNode Escape Hatch



findDOMNode Escape Hatch



Escape Hatches in the Wild!



12% of the Top 100 React 
Component Libraries use 
dangrouslySetInnerHTML



61% of the Top 100 React 
Component Libraries use Refs



3rd Party React Library Security



Want some CVE’s?

https://hackerone.com/nodejs-ecosystem 

I found 66% of the 
third-party React 

component library 
vulnerabilities in 2018.



I found 66% of React Component 
Library Vulnerabilities

I found two 
vulnerabilities.



Packages Reported Vulnerabilities



I found 66% of React Component 
Library Vulnerabilities

I found two 
vulnerabilities.

react-svg
evalScripts -  

Optional Run any script blocks found in the SVG.  
 
One of 'always', 'once', or 'never'.  
 
Defaults to ‘never'. 

 static defaultProps = { 
    afterInjection: () => undefined, 
    beforeInjection: () => undefined, 
    evalScripts: ‘once', 
    fallback: null, 
    loading: null, 
    renumerateIRIElements: true, 
    wrapper: 'div' 
  } 



1 var renderer = new _marked2.default.Renderer(); 
2       renderer.link = function (href, title, text) { 
3         return '<a target="_blank" rel="noopener 
noreferrer" href="' + href + '" title="' + title + '">' + 
text + '</a>'; 
4       }; 

react-marked-markdown
1 <MarkdownPreview 
2   value="# Hey !" 
3   markedOptions={{ 
…. 
8     sanitize: true, 
9     smartLists: true, 
10     smartypants: false 
11    }} /> 



Come help and get a CVE!

https://hackerone.com/nodejs-ecosystem 



Shifting Left?



Secure Code Review



Focusing Manual Review

Markdown
SVG
Autolinkers

Server Side State Injection

Escape Hatches
Server Side Rendering



Automating AppSec of React Apps



Automating AppSec of React Apps
Lint for dangerouslySetInnerHTML
Lint for dangerous props
Lint for deserialized state
Lint for ref usage
Lint for findDomNode
Lint for createPortal
Lint for getInitialProps



Crowd Sourced Linter Development



CI/CD Tools

npm audit
OWASP Dependency Check

snyk



$ npm install react-dom@16.0.0 

npm WARN deprecated react-dom@16.0.0: 
  
This version of react-dom/server contains a minor vulnerability.  
Please update react-dom to 16.0.1 or 16.4.2+.  

Learn more: https://fb.me/cve-2018-6341 

+ react-dom@16.0.0 

updated 1 package and audited 654 packages in 3.65s 

found 0 vulnerabilities 

 
US Government Nation Vulnerability Database 
Base Score: 6.1 MEDIUM  
https://nvd.nist.gov/vuln/detail/CVE-2018-6341

Tools Have Limitations

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2018-6341&vector=AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:N
https://nvd.nist.gov/vuln/detail/CVE-2018-6341


Security Changes in 17.0.0



const isJavaScriptProtocol = /^[\u0000-
\u001F ]*j[\r\n\t]*a[\r\n\t]*v[\r\n\t]*a[
\r\n\t]*s[\r\n\t]*c[\r\n\t]*r[\r\n\t]*i[\
r\n\t]*p[\r\n\t]*t[\r\n\t]*\:/i; 



Trusted Types

https://github.com/facebook/react/pull/16157 

https://github.com/facebook/react/pull/16555 



Thank you!


